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EXECUTIVE SUMMARY

The expert argues that Napster operates as standard Internet infrastructure comparable
to consumer recording devices and that implementing copyright screening is
technically infeasible. The central weakness is that the report treats architectural design
choices as technical impossibilities while simultaneously acknowledging that the
screening technologies it claims are unavailable—watermarking, metadata systems,
pattern recognition—existed and were functional in analogous contexts during the

relevant period.

This gap reframes the analysis from "could not screen" to "chose not to implement
available screening mechanisms," which materially affects contributory liability

exposure and settlement positioning.

Key Reasoning Vulnerabilities

The consumer device comparison breaks down when examined against operational
architecture. The report analogizes Napster to cassette decks and CD burners but does
not address the distinction between passive copying tools and active indexing systems.
Napster maintains centralized servers that catalog files on user computers, process
search queries by content description, and automate connections between users who
have never interacted. The report describes this architecture but declines to analyze
why centralized indexing that facilitates distribution to thousands of users differs
materially from a dual cassette deck that requires manual copying and physical
transfer.

Centralized search and connection brokering distinguish Napster's facilitation role from
consumer electronics. A cassette deck cannot locate source material across thousands
of computers, identify users who possess specific recordings, and broker file transfers
between strangers. Napster's servers perform all three functions continuously. The

comparison depends on ignoring this structural difference.

The technical infeasibility argument depends on limiting the analysis to filename
inspection and checksum matching while declining to address alternative identification
methods. The report correctly observes that filenames are unreliable and that each rip
generates a unique checksum, but treats these limitations as proving that no screening
system could function. Acoustic fingerprinting, waveform clustering, metadata

correlation, and hybrid human-automated review systems existed during the relevant

5



period. The report acknowledges their existence in other contexts but does not analyze

whether they could be adapted to Napster's architecture.

The Metallica letter containing 470,846 checksums is presented as evidence that
checksum filtering is impractical. The analysis does not address whether blocking those
specific checksums would prevent sharing of those specific files. The reasoning
conflates "cannot achieve perfect identification" with "cannot implement any effective

screening."
The watermarking analysis contradicts the core infeasibility claim.

The report dedicates substantial discussion to criticizing RIAA's failure to adopt
watermarking in the 1980s and 1990s, providing detailed technical evaluation of CBS
Copycode, BBN systems, and SDMI standards. If watermarking was sufficiently
understood for the expert to evaluate its effectiveness and sufficiently viable for the
expert to fault RIAA for not implementing it earlier, then its absence becomes an
industry adoption choice rather than a technical barrier Napster faced. The report
simultaneously argues that screening is technically impossible and that screening
would be "easy to technically effect" if watermarking were widely deployed. The
limitation is absence of embedded metadata in existing files, not architectural

impossibility of screening systems.

The authentication analysis demonstrates selective application of technical capability.
The report explains that Napster blocks bots in real time by detecting automated access
patterns during active sessions, while arguing that user blocking is infeasible because
banned users can create new accounts with different credentials at login. Real-time
pattern detection applies to performance management but is categorically inapplicable
to copyright enforcement, according to the reasoning presented. Why the demonstrated
capability to monitor usage patterns, identify prohibited behavior, and take automated
action cannot be adapted to detect repeat infringers through behavioral signatures

rather than login credentials alone goes unexplained.

Sophisticated screening exists but is deployed selectively based on operational priorities

rather than technical constraints.

The legitimate use scenarios are presented without usage data or design analysis. The
report lists space-shifting, format-shifting, and educational use as examples proving
Napster cannot distinguish infringing from non-infringing activity. These hypothetical

scenarios do not address whether Napster's architecture was designed to facilitate these
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uses, whether they represent actual usage patterns, or whether the system could
implement graduated verification mechanisms that reduce infringement risk while
preserving legitimate access. The Metallica correspondence showing 1.5 million

indexed files suggests distribution at scale inconsistent with personal format-shifting.

Theoretical possibilities are treated as sufficient to establish legitimate purpose without
examining actual use distribution or whether design choices optimized for infringing

versus non-infringing applications.

Primary Concession Targets

Watermarking technology existed and was functional in image protection and other
contexts by 2000, making its absence in audio files an industry adoption issue rather

than a technical impossibility affecting Napster's screening capabilities.

Napster's centralized indexing servers, real-time search functionality, and automated
connection brokering distinguish it architecturally from consumer recording devices

that require users to possess source material and manually distribute copies.

The presence of 470,846 distinct Metallica checksums demonstrates scale of distribution
rather than proving checksum-based screening cannot function, since blocking known

checksums would prevent sharing of those specific identified files.

The technical capability to detect and block bots in real time through pattern
recognition demonstrates monitoring and intervention capability that could be adapted
to identify behavioral signatures of repeat infringement beyond login authentication
alone.

The report's conclusion of technical infeasibility rests on analyzing only filename
matching and checksum comparison without examining acoustic fingerprinting,
metadata systems, waveform analysis, or hybrid automated-human review mechanisms
available during the relevant period.

Treating legitimate use scenarios as dispositive requires either usage data showing these
represent substantial actual use patterns or analysis showing Napster's design choices

prioritized facilitating legitimate over infringing applications.



SECTION 1: CORE ARGUMENT SUMMARY

The report presents a comprehensive technical defense of Napster's file-sharing service.
It argues that the system operates within established norms for Internet technology and
consumer audio equipment, and that implementing copyright screening mechanisms
would be technically infeasible. The expert constructs this defense through nine
interconnected conclusions that collectively portray Napster as a standard Internet
utility comparable to established consumer recording technologies, email systems, and

search engines, rather than as a specialized infringement tool.

Tygar starts from a premise: Napster enables users to share computer files containing
recorded music through peer-to-peer networking technology that mirrors functionality
already present in widely accepted consumer products and Internet services. He
establishes this by cataloging consumer electronics: cassette decks, dual dubbing
cassette decks, VCRs, CD burners, MiniDisc recorders, and MP3 players. All permit
music reproduction and sharing. The report treats this catalog as establishing that
music sharing technology enjoys widespread commercial acceptance and legal
tolerance. Each device listed serves as an implicit precedent suggesting that enabling

users to share music recordings falls within acceptable technological practice.

The report then extends this parallel to Internet file-sharing mechanisms, positioning
Napster as one implementation among many technologies that permit file exchange:
email, FTP, the World Wide Web, search engines including caching search engines like
Google, and peer-to-peer systems like Gnutella and Freenet. The argumentative
structure treats file sharing as a foundational Internet function dating to the ARPANET
origins in the 1970s. Any attempt to restrict file sharing, the argument suggests, would

fundamentally alter the decentralized architecture of the Internet itself.

Tygar characterizes the World Wide Web as "revolutionary because they turn traditional
information distribution methods on their head," describing a shift from centralized
publisher-controlled distribution to open, user-driven content sharing. Within this
framework, Napster appears as a natural evolution of established Internet architecture

rather than a novel copyright-threatening innovation.

The technical infeasibility argument forms the report's second major structural
element. Tygar constructs this through systematic elimination of potential copyright

screening mechanisms. The analysis addresses three possible approaches: filename-



based filtering, checksum-based identification, and comprehensive pre-authorization

systems.

User-chosen filenames provide only mnemonic value with inevitable ambiguity. The
example of "BS" potentially referencing multiple artists (Britney Spears, Bruce
Springsteen, Black Sabbath, and others) illustrates the claimed impossibility of reliable
filename interpretation. Users seeking to circumvent filename filtering would simply
adopt alternative naming conventions, citing evidence that misspelled artist names like

"Metalica" already appear frequently in Napster searches.

The checksum analysis argues that mathematical fingerprinting of audio files cannot
reliably identify recordings because each encoding of source material produces unique
digital representations. Variables including compression settings, analog-to-digital
conversion noise, mixing differences, start and stop points, and encoding software
selection all generate distinct files from identical source recordings. Tygar presents the
Metallica list containing 470,846 distinct MD5 checksums as evidence that checksum-
based filtering would require maintaining impossibly large databases of variations. New
checksums would generate continuously as users create fresh encodings of existing
recordings. The report treats this proliferation as demonstrating fundamental

impracticability rather than challenging but manageable complexity.

Pre-authorization would require either comprehensive databases of authorized content
or human verification of each recording. The database approach allegedly fails because
recordings cannot be reliably matched to authorized lists through automated means for

reasons already established in the filename and checksum discussions.

Human verification allegedly fails for two reasons. First, the volume of material exceeds
human processing capacity. Second, listeners cannot reliably identify recordings even
within their areas of expertise. The report cites Downbeat magazine's blind listening
tests where professional musicians frequently misidentify recordings in their own
genres as evidence that even expert human reviewers cannot accurately authenticate

recordings.

The combined effect of these arguments: Napster cannot distinguish between
copyrighted material restricted by the owner, copyrighted material authorized for free

distribution, and non-copyrighted material.



This inability allegedly applies equally to all search engines and file-sharing utilities,
positioning Napster's limitations as inherent to Internet architecture rather than
specific to Napster's implementation choices.

A parallel argument addresses the recording industry's approach to copy protection
technology. Tygar constructs a narrative of engineering failures spanning two decades,
beginning with the 1980 RIAA call for technical solutions to home taping. The Copycode
chronology describes CBS's 1982 proposal for audio notch-based copy prevention,
subsequent RIAA lobbying for mandatory implementation in DAT recorders, National
Bureau of Standards testing that found the system unreliable and quality-degrading, and
ultimate abandonment of the approach. The report presents this history as
demonstrating poor engineering judgment by the recording industry rather than

inherent technical difficulty in rights management systems.

The watermarking discussion continues this narrative through Bolt, Beranek, and
Newman's spread spectrum system and the eventual SDMI selection of Aris's Musicode
technology as a transitional standard. Tygar notes that watermarking technology has
been "known for some time," citing 1993 academic work on digital steganography and
subsequent widespread adoption in image protection through products like Digimarc.
The report contrasts successful watermark deployment for images with the recording
industry's failure to implement comparable audio watermarking despite decades of
concern about copying. The argument implies that had RIAA adopted watermarking in
the mid-1990s or earlier, current MP3 files would contain embedded rights information

enabling automated screening.

This historical analysis serves two functions. First, it positions responsibility for the
absence of rights management mechanisms with the recording industry rather than
with technology providers like Napster. Second, it establishes that technical solutions
exist but were not implemented due to poor industry decision-making. The report treats
this history as demonstrating that requiring Napster to screen content demands
implementation of technology that rights holders themselves failed to deploy despite
strong incentives and extensive resources.

Tygar defends the ID/password system combined with registry value storage as
"reasonable and customary," comparing it favorably to alternatives including IP address
blocking, name-based identification, biometric authentication, smart cards, public key
cryptography, and credit card verification. Each alternative receives analysis
concluding it would be either ineffective or impractical for consumer-scale deployment.
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Dynamic address allocation by ISPs, Network Address Translation enabling multiple
users to share single addresses, and ease of obtaining new addresses through ISP
changes render IP blocking ineffective. Biometrics require equipment and raise
reliability concerns. Smart cards allegedly require non-existent infrastructure for
universal identity verification and issuance. Public key certificates supposedly lack
widespread adoption and raise private key security concerns. Credit card numbers
allegedly suffer from non-universal availability, multiple cards per person enabling

circumvention, privacy concerns, and vulnerability to theft through casual disclosure.

This systematic elimination of alternatives positions the ID/password approach as the
best available option despite acknowledged limitations. The comparison to shoplifter
detection (where merchants can catch offenders in the act but cannot effectively ban
hundreds of thousands of listed individuals from entering stores) characterizes user
blocking limitations as inherent to the detection problem rather than implementation
deficiencies.

The bot blocking discussion addresses the apparent contradiction between Napster's
ability to detect and block automated programs while claiming inability to reliably block
users on negative lists. Tygar argues that staff catch bots "in the act of being bots" while
their IP addresses are known, permitting immediate termination. By contrast, banned
users authenticate at login when their IP addresses may have changed, requiring
identification through credentials that users can falsify. The report positions bot
detection as addressing an immediate, in-session behavior observable through access
patterns. User banning requires persistent identity verification across sessions, which

the report treats as a fundamentally different technical challenge.

Tygar catalogs scenarios claimed as lawful: vinyl LP owners accessing digital copies to
avoid record degradation, CD collectors making recordings available in multiple
locations for personal use, artists freely distributing their own work, music instructors
sharing copyrighted recordings with students, critics accessing material for review,
consumers previewing recordings before purchase, and users transferring recordings to
portable devices. The report presents these examples as demonstrating that "Napster
has a variety of uses, many of which appear to be perfectly legitimate, even if they
involve copyrighted material." The analysis concludes that Napster cannot distinguish
among these purposes and therefore cannot determine whether particular uses
constitute infringement.
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The argumentation pattern throughout relies heavily on analogy and categorical
equivalence. Consumer recording devices establish that enabling music reproduction is
commercially acceptable. Internet file-sharing technologies establish that exchanging
files is fundamental Internet functionality. Search engines establish that indexing and
referencing material is standard practice. Each parallel suggests that Napster occupies
established technological categories rather than introducing novel copyright concerns.
The report treats these analogies as demonstrating that Napster's functionality falls
within technological norms rather than examining whether legal treatment should vary

based on implementation details, scale effects, or specific use patterns.

The technical infeasibility arguments consistently frame absence of copyright screening
as inherent limitation rather than design choice. Filename ambiguity, checksum
proliferation, and authentication challenges appear as natural consequences of digital
audio characteristics and Internet architecture rather than as problems potentially
addressable through different system design or resource allocation. The report does not
examine whether alternative Napster implementations might permit more effective
rights management. Instead, it treats current limitations as definitive of what any

similar system could achieve.

The RIAA engineering history serves as a recurring counter-argument positioning
responsibility for absent rights management technology with content owners. Each
described failure (Copycode's quality degradation, BBN system rejection, delayed
watermarking adoption) supports the implicit argument that technology providers
cannot be expected to implement rights management that rights holders themselves
struggled to develop. The report does not address whether rights holders' previous
technical difficulties affect current obligations of technology providers or whether

improved rights management technologies now available alter the analysis.

The reasoning structure assumes that demonstrating multiple alternative uses
establishes legitimate purpose independent of primary use patterns or actual user
behavior. The legitimate use scenarios receive presentation as sufficient to establish
that Napster serves non-infringing functions. The report provides no quantification of
how frequently users employ the service for each described purpose and no analysis of
whether design choices optimize for particular use patterns. The argument treats

potential legitimate uses as categorically equivalent to actual use distribution.

The Section 512(a) analysis appears briefly, asserting that Napster qualifies for safe

harbor based on five enumerated factors: third parties initiate transmission, routing is
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automatic without content screening, Napster does not select recipients, no copies
reside on Napster servers, and transmission occurs without content modification. This
analysis characterizes Napster as a "typical example of an Internet intermediary that
allows communication between various individual parties" without addressing how
courts have interpreted these factors or what additional requirements Section 512(a)

might impose beyond the listed elements.

Throughout the report, technical complexity serves rhetorical function supporting
infeasibility conclusions. The discussion of psychoacoustic masking in lossy
compression, spread spectrum watermarking implementation, MD5 checksum
algorithms, and registry storage mechanisms presents technical detail establishing
expertise while supporting arguments that screening requirements demand
sophisticated technology unavailable or impractical for implementation. The level of
technical explanation varies across topics, with more accessible discussions of
consumer electronics and more specialized treatment of cryptographic and

compression technologies.

The report's architecture ultimately rests on three interdependent propositions: that
Napster's functionality mirrors established technologies meriting equivalent treatment,
that copyright screening is technically infeasible given current digital audio
characteristics and Internet architecture, and that responsibility for absent rights
management falls on content owners who failed to implement available watermarking
technologies. Each proposition supports the others in a structure treating Napster as a
standard Internet utility facing inherent technical limitations rather than as a service

whose design choices and operational decisions raise distinct copyright concerns.
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SECTION 2: REASONING GAPS AND RECORD MISALIGNMENT

The report constructs its argument through a series of analogies and technical
comparisons that systematically avoid the factual and operational distinctions that
matter most. The reasoning depends on treating fundamentally different systems as
equivalent while declining to address the specific mechanisms that differentiate

Napster from the technologies it invokes for comparison.

Analogy Without Operational Distinction

The report's first conclusion asserts that Napster "allows users to share computer files
that contain recorded music" and compares this functionality to cassette decks, dual
dubbing equipment, VCRs, CD burners, and portable MP3 players. The analogy treats
all of these as equivalent mechanisms for reproduction. The reasoning omits the

operational architecture that distinguishes them.

A cassette deck requires the user to possess source material, initiate the copying
process, and distribute the copy through physical transfer. A dual dubbing deck
accelerates duplication but preserves the same constraint: the user controls both the
source and the copy. CD burning software operates identically. The user selects files
already in their possession and creates a physical copy for their own use or manual

distribution.

Napster's architecture operates differently. The system indexes files stored on other
users' computers, provides search functionality that identifies those files by content
description, and automates the transfer between users who have never interacted and
may never interact again. The user does not possess the source material before the
search. The user does not manually locate the material. The system performs the

indexing, matching, and connection automatically.

The report describes this distinction in its technical explanation but declines to analyze
it.

The functional equivalence claimed in Conclusion 1 depends on ignoring the
operational difference between user-initiated copying of possessed material and
system-facilitated distribution of material the user does not possess and has not located
independently. The gap widens when the report invokes "ripping software" as

analogous. Ripping software converts a CD the user owns into a digital file the user
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stores on their own computer. The software performs format conversion. It does not
locate music the user does not own, index it, or facilitate its transfer to other users.
Napster does all three. The report treats these as equivalent acts of "sharing" without

addressing the architectural distinctions.

Search Engine Comparison and Functional Erasure

The report's second conclusion asserts that Napster is "similar to existing file sharing
techniques" including email, the World Wide Web, FTP, and search engines such as
Lycos and AltaVista. The comparison depends on collapsing the distinction between
general-purpose communication infrastructure and purpose-built music distribution

systems.

Email allows a user to attach a file and send it to a recipient the user has identified. The
system does not index the content of attachments, does not provide search functionality
for locating files by content type, and does not automate connections between users
based on file availability. The user must know the recipient, must possess the file, and

must initiate the transfer manually.

The World Wide Web allows a user to publish content on a server they control and make
it accessible to users who navigate to that server. The web does not index the content
automatically, does not connect users to servers based on content searches, and does
not facilitate peer-to-peer file transfers. A user who wishes to locate an MP3 file on the
web must either know the URL or use a third-party search engine that indexes publicly

accessible web pages.

AltaVista and Lycos index publicly accessible web pages and return URLs in response to
keyword searches. The user must navigate to the URL independently. The search engine
does not store the content, does not facilitate the transfer, and does not maintain a real-

time index of files available on private user computers. Napster does all of this.

The report acknowledges that Napster uses a "peer-to-peer" model in which users
connect directly to each other and exchange files, while the World Wide Web uses a
"client-server" model. It then declines to analyze the significance of the distinction. The
peer-to-peer architecture means Napster actively indexes files stored on private
computers, maintains a real-time directory of which files are available on which user
systems, and automates the connection between users for the specific purpose of
transferring those files.
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Google's caching functionality illustrates the evasion. Google caches publicly accessible
web pages that the site owner has published to the open internet. The cache preserves
access to content that was already public. Napster indexes files stored on private user
computers that are not publicly accessible outside the Napster network. The

architectural distinction receives no analysis.

Copyright Detection and the Burden of Proof Reversal

The report's third and fourth conclusions assert that Napster "can not distinguish
between material protected by copyright and restricted by the owner" and "has no
practicable way of checking that an authorization is from the party it purports to be
from." The reasoning structure shifts the burden of demonstrating infeasibility onto the

entity that designed the system.

File names are unreliable, the report argues, because they are "at best, only a
mnemonic chosen by the person offering the file for sharing." It provides the example
of a user naming a file "Jane Doe/favorite Ituri chant.mp3" and asks what conclusion
could be drawn. The example assumes a user engaged in legitimate personal use. The
report does not address the operational reality that the vast majority of files indexed by
Napster use standardized naming conventions that clearly identify artist, song title, and

album.

The Metallica correspondence cited in the report demonstrates this. The letters identify
1,456,075 items in the first letter and 2,280,474 items with 470,846 distinct checksums in
the second. The report uses these numbers to argue that checksum-based filtering is
impracticable because the number of variations exceeds the number of recordings

Metallica has issued. The reasoning inverts the evidentiary problem.

The large number of distinct checksums does not demonstrate that copyright detection
is impossible. It demonstrates that the Napster network contained nearly 1.5 million
indexed copies of Metallica recordings in May 2000, each uploaded by a different user or
ripped with slightly different encoding parameters.

The variety of checksums reflects the scale of distribution, not the impossibility of
detection. Every time a recording is ripped from source material, the report argues, it
produces a unique checksum, making comprehensive filtering impossible. This is
accurate as a technical matter but irrelevant as an operational matter. The question is

not whether Napster can identify every possible variation of every possible rip of every
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possible recording. The question is whether Napster's architecture makes infringement

detection more difficult than detection in analogous systems.

A user who shares a cassette tape with a friend transfers one copy to one recipient
through a manual process. A user who burns a CD and distributes it at a concert
transfers physical copies to a known number of recipients through manual distribution.
A user who uploads a Metallica recording to Napster makes that file available to every
Napster user who searches for Metallica. The system indexes the file, matches it to
search queries, and automates the transfer. The scale and automation receive no

analysis in the report's reasoning.

Authorization checking assumes that any system would require Napster to verify that
"the party purporting to submit the song for reference by Napster's engine actually had
approved the use of Napster." The report argues this is impracticable because "anyone
can sign up with electronic mail services such as Microsoft's hotmail.com" and claim a

username such as james_hetfield@hotmail.com.

The reasoning treats identity verification as a binary condition: either Napster can
verify identity with perfect accuracy or no verification system is practicable. The report
does not address graduated verification mechanisms, does not analyze how other online
services manage authorization, and does not engage with the possibility that imperfect

verification might still reduce infringement.

Centralization and the Architectural False Choice

The report's fifth conclusion asserts that requiring authorization "would change the
utility from a decentralized, ground-up information base to a centrally controlled top-
down distribution device." The argument depends on conflating architectural

decentralization with absence of oversight.

The World Wide Web operates as a "ground-up information base" where "anyone can
publish any material and have it be instantly available to all WWW users," the report

argues. Requiring pre-authorization for file sharing would "add delay to publication"

and "act as an official gatekeeper." The comparison treats Napster's architecture as

equivalent to the web's architecture.

Napster operates centralized servers that maintain the index of available files, process
search queries, and broker connections between users. The report acknowledges this:

Napster uses a "peer-to-peer" model in which users connect directly to each other and
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exchange files. But the peer-to-peer transfer occurs only after the centralized index

matches the search query to available files and provides the connection information.
Napster already operates as a centralized intermediary.

The servers do not store the music files, but they store the index that makes those files
discoverable and they facilitate every transfer. Requiring verification of authorization
would not transform Napster from a decentralized system to a centralized system. It
would add an authorization check to a system that already operates through centralized

indexing.

Such a check would "prevent the effective operation of the utility" and would be
"technically infeasible," the report argues. It does not explain why indexing and
connection brokering are technically feasible but authorization verification is not. The
reasoning gap is structural. The report treats the current architecture as the only

possible architecture and treats any modification as categorically impossible.

Watermarking and the Externalization of Responsibility

The report's sixth conclusion addresses watermarking technology and argues that "RIAA
has used poor engineering in choosing technical standards for recording rights
information." The reasoning shifts responsibility for copyright protection from Napster

to the record industry.

CBS's Copycode system in the 1980s was an "engineering disaster" that was "unreliable"
and "could hurt audio quality," the report explains. The National Bureau of Standards
found the system could be "easily bypassed." The report provides a detailed history
through the formation of the Secure Digital Music Initiative in the 1990s.

The historical account is accurate but operates as deflection. The question is not
whether the recording industry successfully implemented watermarking in the 1980s
and 1990s. The question is whether Napster's architecture makes infringement
detection more difficult in 2000 than it would be in a system not designed to facilitate

automated distribution of user-uploaded files.

"If such screening would be considered appropriate based on legal and policy
considerations, it would be easy to technically effect," the report argues. This
contradicts the earlier conclusions that copyright detection is technically infeasible. The
report cannot simultaneously maintain that Napster cannot distinguish copyrighted
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material from non-copyrighted material (Conclusion 3) and that screening would be

"easy to technically effect" if watermarking were widely adopted (Conclusion 6).

The report resolves this contradiction only by externalizing the obligation. The
reasoning structure places the burden on copyright holders to have adopted
watermarking technology a decade earlier, not on Napster to design its system to reduce
infringement risk. The report treats the absence of widespread watermarking as proof
that copyright detection is impossible, not as evidence that Napster chose an

architecture that prioritizes functionality over control.

Legitimate Use and the Evasion of Scale

The report's seventh conclusion asserts that "Napster can not tell whether a particular
use of its system is infringing." It provides a series of hypothetical legitimate uses: a user
who owns a vinyl LP and wishes to access a digital copy to avoid wear, a CD collector
who wishes to access his collection at home and at work, a music instructor who wishes

to share copyrighted recordings with students for educational purposes.

Each hypothetical describes a plausible scenario. The reasoning structure depends on
treating the existence of plausible legitimate uses as proof that Napster cannot

distinguish legitimate uses from infringing uses. The logic is incomplete.

The report does not address the proportion of Napster usage represented by these
scenarios. It does not analyze whether the architectural design prioritizes facilitating
legitimate use or maximizing user base. It does not engage with the evidentiary record

of what users actually do on the system.

The Metallica correspondence demonstrates that in May 2000, Napster's index
contained nearly 1.5 million items identified as Metallica recordings. If the primary use
case is a vinyl LP owner accessing a digital copy to avoid wear, the number of indexed
Metallica files should roughly correlate with the number of Napster users who own
Metallica vinyl recordings and prefer digital playback. If the primary use case is space-
shifting for personal convenience, each user should index a small number of files for
their own access.

The scale of indexed files suggests that the primary use case is not space-shifting or
format-shifting but distribution. A user who uploads a Metallica recording makes it
available to every other user who searches for Metallica. The system does not limit

access to users who can demonstrate prior ownership. The system does not restrict
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distribution to a user's own devices. The architecture facilitates one-to-many

distribution, and the volume of indexed files reflects that reality.

The report declines to analyze this. It treats the existence of legitimate use cases as
dispositive and does not address whether the system's design prioritizes those cases or

whether the operational reality reflects those cases.

ID/Password Authentication and the Performance-Security Tradeoff

The report's eighth conclusion asserts that "the use of ID/password mechanisms to allow
or restrict access to a service such as Napster is reasonable and customary and is
superior to use of IP source addresses." The reasoning addresses a question that is not in

dispute and avoids the question that is.

IP-based blocking has limitations: dynamic IP addresses mean that a banned user may
later receive a different IP address, and a different user may later receive the banned
user's former IP address. Network Address Translation means that multiple users may

share a single IP address, making IP-based blocking imprecise.

ID/password authentication is superior to IP-based blocking. That conclusion does not
address how effective ID/password authentication is at preventing banned users from
creating new accounts. The report acknowledges that "if a user is denied access to the
Napster site (perhaps because he has been identified as dealing improperly with
copyrighted material), he will not be allowed to log in." Napster stores values in the
Windows registry to detect users who attempt to create new accounts after being

banned.

This provides "an appropriate level of protection," the report claims, but does not
analyze how difficult circumvention would be. A user would need to "erase his registry
(which will cause a number of problems in the operation of his computer) or to
manually edit the registry," and "it would take a fair level of technical expertise to do

SO.

The reasoning assumes that the marginal friction of registry editing is sufficient to deter
banned users from returning. It does not address the incentive structure. A user who
has been banned for uploading copyrighted material has already demonstrated
willingness to violate the terms of service. The assumption that such a user will be
deterred by the need to edit the registry or reinstall the operating system receives no

support.
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Whether ID/password authentication is superior to IP-based blocking is not the
question. The question is whether Napster's authentication system is designed to

prioritize security or to prioritize user acquisition and retention.

Bot Detection and the Selective Application of Technical Capability

The report's ninth conclusion asserts that "the use of bots can result in significant load
and performance degradation of an Internet service such as Napster, and thus are
sometimes blocked for performance reasons." The reasoning demonstrates that Napster
possesses the technical capability to detect and block automated access patterns but
applies that capability selectively.

Napster "bans bots from accessing the search engine functions of Napster" and cites
performance concerns, the report notes. "This has the side effect of banning bots that
might search for appearances of a certain word (such as 'Metallica') in file names." The
reasoning treats performance optimization and infringement prevention as unrelated

concerns.

Bot detection and blocking demonstrate Napster's ability to monitor access patterns,
identify automated behavior, and restrict access in real time. The system can

distinguish bot traffic from human user traffic with sufficient accuracy to block bots
without blocking legitimate users. This capability could be applied to other forms of

monitoring.

Detecting bots is fundamentally different from detecting banned users, the report
argues, because "bots are caught by Napster in the act of being bots—they are caught
while their IP address is known to Napster and their address can be immediately
dropped to terminate their activity." User authentication occurs at login, after which a

banned user might create a new account.

The distinction is accurate but incomplete. The system's ability to detect bots
demonstrates real-time monitoring capability. The system's choice to apply that
capability to performance optimization but not to infringement detection is a design
decision, not a technical limitation.

The report provides an analogy: "Consider a small merchant who is concerned about
shoplifting in his shop. If he is observant, he will be able to see shoplifters and catch
them in the act of shoplifting. However, he will probably not be able to effectively keep
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people from his store if he is armed with a list of hundreds of thousands of names of

known shoplifters—how would he know if someone on the list entered the store?"

The analogy assumes that the only available mechanism is visual identification at the
door based on a list of names. It does not address the possibility of identifying
shoplifters by behavior patterns, monitoring high-risk areas more closely, or
implementing systems that deter repeat offenders. The analogy treats detection as
binary—either perfect or impossible—and does not engage with graduated detection

mechanisms.

Technical capabilities that Napster demonstrably possesses are treated as inapplicable
to copyright enforcement. Architectural choices that facilitate distribution are treated as
technical necessities. The gap between what the system can do and what the report

claims the system cannot do receives no direct analysis.
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SECTION 3: OPINION DEPENDENCY POINTS

The report's central conclusions depend on four structural points where the reasoning
requires either factual premises the report does not establish, analytical steps it does
not perform, or assumptions it embeds without disclosure. Each dependency carries
weight across multiple stated conclusions. None receives adequate support from the

materials the expert describes using or the analysis he claims to have performed.

Dependency Point One: The Equivalence Between Napster and Consumer
Recording Devices

The report's opening substantive conclusion treats Napster as comparable to cassette
decks, VCRs, CD burners, and other consumer products that allow reproduction of
music. The expert lists devices that permit copying or format-shifting of audio content
and places Napster within that list without analyzing the structural distinctions that

would matter under copyright doctrine or technology policy frameworks.

The comparison is asserted, not demonstrated. The expert writes that Napster "allows
users to share computer files that contain recorded music" and that "in allowing users to
reproduce music Napster may be compared to" the listed devices. The report does not
perform an analysis of what makes the comparison valid. It does not identify the
features that would need to be present in Napster's design to make the analogy hold. It
does not address the features that distinguish Napster from the consumer devices it

references.

The analogy depends on a premise the report never articulates: that any technology
enabling music reproduction is functionally equivalent to any other technology

enabling music reproduction for purposes of the analysis the expert is performing.

Without this premise, the comparison collapses into a list of technologies that share one
feature without establishing that sharing that feature makes them comparable in the

dimensions that matter.

The expert acknowledges distinctions between the technologies he lists but treats those
distinctions as irrelevant. He notes that some devices use analog storage, others digital.
Some are standalone hardware, others software running on general-purpose
computers. Some operate locally, others over a network. The report mentions these
differences in passing but does not explain why they do not affect the validity of the
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comparison. The reasoning structure treats network-mediated peer-to-peer file sharing
as functionally identical to local dubbing of a cassette tape without showing that the two

are equivalent in the dimensions relevant to his conclusions.

When the report discusses dual-dubbing cassette decks, the dependency becomes
particularly visible. The expert states that "the primary purpose of a dual dubbing
cassette deck is to reproduce a cassette recording" and that "common experience
likewise suggests that for many consumers the primary purpose of a single cassette
deck is to reproduce musical recordings for sharing or later play back." This framing
assumes that the purpose of a technology determines its legal or technical status. The
report does not establish this analytical framework. It does not explain why primary
purpose matters, how primary purpose should be determined, or whether the purposes
he attributes to these devices are accurate characterizations of manufacturer intent,

consumer use, or both.

The expert references products with marketing materials that emphasize music copying
functionality, such as CD/cassette combinations and CD recorders bundled with
software for downloading digital music. He does not address whether Napster's design,
marketing, and operational structure align with these products in the ways that would
matter for the comparison. He does not examine whether Napster facilitates
reproduction in the same manner as these devices or whether the network-mediated

index system Napster operates introduces distinctions that break the analogy.

The conclusion depends on assuming that enabling reproduction is sufficient to
establish equivalence. The report does not demonstrate this premise. It does not show
that technologies enabling reproduction are legally or technically fungible. It does not
address the possibility that how reproduction is enabled could introduce differences

that affect the validity of the comparison.

This dependency cascades through the reasoning structure. The argument that Napster
cannot distinguish copyrighted from non-copyrighted material relies in part on the
premise that Napster is like other consumer technologies that also cannot make this
distinction. The argument that requiring authorization checks would fundamentally
alter Napster's operation depends on treating Napster as a decentralized file-sharing
utility comparable to email or FTP, which in turn depends on the consumer-device
equivalence holding.
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Dependency Point Two: The Technical Infeasibility of Copyright Identification

The report concludes that Napster has no practical way to identify copyrighted material
and that requiring such identification would be technically infeasible. Two unstated
premises support this conclusion: first, that the only methods available for identifying
copyrighted material are filename inspection and checksum comparison, and second,

that both methods are so flawed that no identification system could function effectively.

The expert analyzes filename ambiguity in detail, providing examples of how filenames
can be misspelled, misleading, or insufficiently specific to identify a recording's source.
He discusses the Metallica cease-and-desist letters and notes that the number of unique
checksums in those letters far exceeds the number of recordings Metallica has released,
arguing this demonstrates that checksum-based identification is impractical. The report
does not establish that these two methods exhaust the technical options. It does not
analyze hybrid approaches, metadata systems, or the possibility of requiring users to

affirmatively represent copyright status as part of the file-sharing transaction.

The expert presents two approaches, describes flaws in each, and concludes that
identification is technically infeasible. "Technically infeasible" is a conclusion about all

possible approaches, not just the two the report examines.

The reasoning depends on assuming that the methods analyzed are representative of
the full range of technical possibilities and that their flaws are inherent to any
identification system rather than specific to the particular implementations the expert
describes.

The expert does not address whether copyright identification could be performed at the
point where a user designates a file for sharing rather than retrospectively by analyzing
filenames or checksums. He does not examine whether Napster's indexing system could
include fields for copyright status or authorization information. He does not discuss
whether users could be required to certify that files they share are either non-infringing
or licensed. The report's conclusion of infeasibility depends on limiting the analysis to
post-hoc identification methods and treating user-provided information as unavailable
or unreliable without demonstrating that it is.

The treatment of checksums illustrates the dependency. The expert correctly observes
that different rips of the same recording will produce different checksums and that a

single recording can generate many distinct files depending on encoding settings,
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source quality, and other variables. This observation establishes only that exact file
matching is impractical, not that no identification system could work. The report does
not address whether approximate matching, audio fingerprinting, or other techniques
could identify recordings despite file-level variation. It does not analyze whether the
existence of multiple checksums per recording makes identification infeasible or

merely more complex.

The conclusion also depends on treating adversarial behavior as dispositive. The expert
references the stopnapster.com website's advocacy for mislabeling files and argues that
users would quickly learn to work around any filename-based filtering. The report does
not establish that the ease of circumvention makes a system technically infeasible. It
conflates "can be evaded by determined users" with "cannot function as a technical
matter." The reasoning depends on assuming that any system subject to circumvention
is infeasible, which would render most access control and content filtering systems

infeasible by definition.

The discussion of the Metallica letters reveals another aspect of the dependency. The
expert notes that the list includes 470,846 distinct checksums and argues this number is
"clearly far larger than the number of recordings Metallica actually has issued." He
treats this as evidence that checksum-based identification is unworkable. The report
does not explain why a large number of checksums makes identification infeasible. It
does not address whether the system could flag files matching any checksum on the list,
whether the list could be updated as new rips appear, or whether the number of
checksums is large relative to the capacity of modern databases and matching
algorithms. The conclusion depends on assuming that scale alone renders the approach

impractical without demonstrating that the scale exceeds available technical capacity.

The expert's treatment of watermarking introduces a further dependency. He concludes
that the recording industry's failure to adopt watermarking standards means "there is no
widespread use of rights marking technology that would allow Napster to identify
protected recordings." This depends on treating the absence of industry-standard
watermarking as equivalent to the absence of any identification method. The report
does not address whether other forms of embedded metadata, file registration systems,
or centralized authorization databases could enable identification even without
watermarking. The reasoning depends on assuming watermarking is the only viable
embedded-identification approach and that its absence forecloses all identification

systems.
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The argument that requiring authorization would fundamentally change the Internet's
architecture depends in part on the premise that identifying copyrighted material is
infeasible. If identification were feasible, the argument that authorization requirements
would impose unacceptable burdens would need reframing. The infeasibility
conclusion supports arguments about what Napster can and cannot reasonably be
expected to do, and those arguments depend on the infeasibility conclusion holding

across all possible identification approaches, not just the two the report analyzes.

Dependency Point Three: The Characterization of the Recording Industry's
Technical Choices

The report devotes substantial attention to the recording industry's history of copy
protection efforts, describing the Copycode system, the BBN watermarking proposal,
and the formation of SDMI. The expert concludes that "RIAA has used poor engineering
in choosing technical standards for recording rights information" and that "had RIAA
applied similar engineering management to its task back in the late 1980s, the picture
today would be very different." Premises about causation, technical feasibility, and
industry responsibility support this conclusion, but the report asserts them without

establishment.

The expert frames the narrative by describing Copycode's failure in 1988, noting that
RIAA continued efforts through the 1990s, and observing that no widespread rights-
marking standard emerged until SDMI's formation in 1999. He presents this timeline as
evidence of poor decision-making and engineering failure. The report does not establish
what alternative choices were available, whether those alternatives would have
succeeded, or whether the absence of a standard resulted from engineering failures as
opposed to other factors such as industry disagreement, cost considerations, or

competing technical priorities.

The expert shows that specific proposals failed but does not show that better proposals
existed, were technically feasible at the time, or would have been adopted if proposed.
The reasoning depends on treating the absence of a successful standard as proof that
RIAA made poor engineering choices without establishing that better choices were
available.

Consider the treatment of Copycode. The expert notes that the National Bureau of
Standards found Copycode unreliable and capable of degrading audio quality. He

describes this as an "engineering disaster" and suggests it demonstrates poor technical
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judgment. The report does not analyze whether Copycode's design flaws were apparent
at the time CBS developed it, whether alternative approaches existed that would have
avoided those flaws, or whether the testing process functioned as intended by
identifying a flawed system before widespread adoption. The characterization as
disaster depends on assuming that a failed proposal represents incompetent
engineering rather than a normal part of technical development where proposals are

tested and rejected if they do not meet requirements.

The expert contrasts the recording industry's efforts with Digimarc's success in image
watermarking, noting that Digimarc's technology has been "adopted by publishers who
wish to protect pictorial content" including Playboy. This comparison depends on
assuming that the technical requirements for audio and image watermarking are
sufficiently similar that success in one domain indicates that success in the other was
feasible. The report does not establish this premise. It does not analyze the technical
differences between watermarking still images and audio streams, whether those
differences affect feasibility, or whether Digimarc's approach could have been adapted

to audio in the timeframe the expert considers relevant.

The conclusion also depends on a causal claim the report does not demonstrate: that if
RIAA had adopted a watermarking standard in the late 1980s or early 1990s, recordings
distributed during the subsequent decade would carry embedded copyright information

that Napster could use to identify protected content.

This claim requires showing that a technically viable watermarking system existed at
that time, that it could have been adopted across the industry, that recordings would
have been marked consistently, and that the marks would be present in MP3 files ripped
from those recordings. The expert asserts that "a technology adopted a decade ago
would have resulted in a decade's worth of recordings with copyright information

clearly marked" but provides no analysis supporting any element of this claim.

The reasoning further assumes that RIAA had authority to impose technical standards
on the recording industry and that such standards would have been adopted voluntarily
or could have been enforced. The report does not address RIAA's role as a trade
association, the extent of its authority over member companies, or whether technical
standards require industry consensus that may not have existed. The conclusion that
RIAA failed to make appropriate engineering decisions depends on treating RIAA as
having both the authority and ability to implement industry-wide technical standards
without establishing that this characterization is accurate.
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The expert's observation that SDMI selected a watermarking technology quickly after its
formation does not support the conclusion that earlier adoption was feasible. The report
notes that SDMI issued a call for proposals in May 1999 and selected Aris's Musicode
shortly thereafter, treating this timeline as evidence that technical solutions were
readily available. This observation does not establish that similar solutions existed or
could have been implemented in the late 1980s. It does not address whether the
technical landscape changed between the periods, whether computing power or
encoding technology advanced in ways that affected feasibility, or whether the
existence of a solution in 1999 implies that comparable solutions existed a decade

earlier.

The expert's conclusion that "today there is no widespread use of rights marking
technology that would allow Napster to identify protected recordings" depends in part
on attributing this absence to RIAA's engineering choices. If the absence of marking
technology resulted from factors other than poor engineering, the characterization
would not support the conclusion that marking technology should exist and that its
absence is attributable to RIAA's failures. The argument structure depends on treating
the absence of marking as a failure of technical decision-making rather than an

outcome of technical or economic constraints.

Dependency Point Four: The Sufficiency of ID and Password Authentication

The report concludes that Napster's use of ID and password authentication to control
access is "reasonable and customary and is superior to use of IP source addresses." Two
premises support this conclusion: that the comparison set is limited to IP-based
blocking, and that ID/password systems provide sufficient identity verification for the
purposes relevant to copyright enforcement. The report does not establish either

premise.

The expert analyzes IP address blocking and identifies multiple weaknesses: dynamic IP
assignment, NAT devices that allow multiple users to share an IP address, and the ease
with which users can obtain new IP addresses by changing ISPs or requesting
reassignment. These observations are technically accurate. The report treats IP
blocking as the only alternative to ID/password authentication without analyzing other
approaches or demonstrating that the comparison set is complete.

The conclusion depends on limiting the comparison to a single alternative the expert

shows to be flawed. The report briefly mentions other approaches—biometrics, smart
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cards, public key cryptography, credit cards—but dismisses each in a few sentences
without detailed analysis. The treatment is asymmetric: the expert analyzes IP
blocking's weaknesses in detail while describing other approaches' limitations in

summary form and treating those limitations as disqualifying.

Take biometrics. The expert states that biometric systems are "vulnerable to problems
with both false positives" and "false negatives," that "ordinary people have two eyes, and
thus two possible retinal scans," and that "biometric equipment is hardly standard on
consumer PCs." These observations describe limitations but do not establish that
biometrics cannot function as an authentication method or that the limitations are more
severe than those affecting ID/password systems. The reasoning treats any limitation as
disqualifying without performing a comparative analysis of whether the limitations are

material relative to the requirements.

Smart cards receive similar treatment. The expert notes that "there is no official
organization that checks the identity of individuals and issues smart cards to them to
prove their identities" and that such a program would need to be international in scope.
This describes the current state of infrastructure, not an inherent technical limitation.
The conclusion that smart cards are not viable depends on treating the absence of
infrastructure as equivalent to technical infeasibility without establishing that the
infrastructure could not be developed or that its absence makes smart cards unsuitable

for authentication purposes.

The report's analysis of public key cryptography depends on an unstated premise about
key management. The expert acknowledges that public key certificates from authorities
like Verisign provide "an elegant, effective solution to authentication" but concludes
they are not viable because "personal Verisign certificates are not commonly held by
ordinary World Wide Web users" and because users must keep their private keys secret.
This assumes that widespread adoption is a prerequisite for viability and that the risk of
key disclosure makes the approach unsuitable. The report establishes neither premise.
It does not analyze whether certificate adoption could increase, whether Napster could
facilitate certificate issuance, or whether the key disclosure risk is greater than the risks

affecting ID/password systems.

The conclusion that ID/password authentication is sufficient depends further on
assumptions about what "sufficient" means in the context the expert is analyzing. The
report does not specify the security requirements that authentication must meet, the

consequences of authentication failures, or the baseline against which sufficiency
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should be measured. The expert describes ID/password as "reasonable and customary"
but does not establish that customary use implies adequacy for the purposes relevant to
the case. The reasoning treats widespread use as evidence of sufficiency without

demonstrating the connection.

The expert acknowledges that ID/password authentication is not perfect, noting that
users can create multiple accounts with different credentials and that the registry-based
blocking mechanism can be circumvented by editing the registry or obtaining a new
computer. The report treats these limitations as acceptable while treating comparable
limitations in other approaches as disqualifying. This differential treatment depends on
an unstated standard for what level of circumvention risk is acceptable. Without that
standard, the conclusion that ID/password is superior depends on applying different
thresholds to different approaches without explaining why the thresholds differ.

Credit card authentication receives six objections: not everyone has a credit card, many
people have multiple cards, privacy concerns, uncertainty about credit card companies'
consent, ease of number theft, and exposure of numbers during routine transactions.
Some of these objections describe genuine limitations. The report does not analyze
whether these limitations are more severe than the limitations affecting ID/password
systems or whether measures could address them. The conclusion depends on treating

the listed objections as dispositive without comparative analysis.

Demonstrating weaknesses in alternatives does not establish that ID/password
authentication is superior unless the flaws are compared systematically. The report
does not perform this comparison. It analyzes IP blocking in detail, describes other
approaches in summary form, and concludes that ID/password is superior without
demonstrating that the analysis supports the conclusion across the full range of

alternatives.

The conclusion that ID/password authentication is sufficient supports the position that
Napster's existing access control measures are adequate and that requiring additional
measures would be unreasonable. This position depends on the sufficiency conclusion
holding, and that conclusion depends on premises about the comparison set, the
requirements authentication must meet, and the relative severity of different

approaches' limitations that the report asserts but does not establish.
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SECTION 4: STRATEGIC PRESSURE POINTS

The report's central architecture creates concentrated points where defensive posture
becomes difficult to sustain under structured pressure. These points translate directly
into negotiation leverage. They force the opposing side to defend positions the report
either assumes without demonstration or presents in ways the record does not fully
support.

The primary exposure sits at the boundary between what the report describes as
technically infeasible and what commercial entities were already implementing or
actively developing during the relevant period. The report treats certain capabilities as
categorically impossible while the record shows parallel industries and even some
music industry participants pursuing those exact capabilities. This gap creates
immediate leverage in settlement positioning. It forces a choice: either the technical
barriers were not absolute, or the industry's own engineering efforts were
fundamentally misconceived. Neither position strengthens the defense the report
attempts to construct.

Watermarking and the Choice-Versus-Impossibility Problem

The watermarking analysis creates particularly acute pressure. The report dedicates
substantial attention to criticizing RIAA's historical engineering decisions. It presents
the absence of embedded rights information as a technical inevitability that Napster
could not overcome. Yet the report simultaneously acknowledges that watermarking
technology existed, was understood, had been successfully deployed in analogous
contexts, and was actively under development by multiple competitors during the

period at issue.

If the technology was available and understood well enough for the report to evaluate its
potential effectiveness, then its absence becomes a choice rather than a technical

impossibility.

The report attempts to frame this as industry failure rather than technical limitation,
but that framing undermines the claim that Napster faced insurmountable barriers. The
leverage point is direct: either the technology existed and could have been
implemented, making its absence a design choice, or it did not exist and the report's
detailed technical evaluation of watermarking systems lacks foundation.
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Consumer Device Comparisons and Architectural Distinctions

The comparison to consumer recording devices creates immediate strategic exposure.
The report treats functional similarity as dispositive of legal and policy questions
without addressing the architectural differences that distinguish peer-to-peer search
systems from standalone recording equipment. The report lists dual cassette decks,
VCRs, and CD burners as comparable technologies. This comparison requires treating
the facilitation of third-party connections as legally and practically equivalent to direct
copying capability.

The gap becomes visible when examining what Napster does that these devices do not:
it indexes, searches, and facilitates connections between users specifically for the
purpose of accessing recorded music files. The report acknowledges this indexing
function but treats it as incidental to the core copying capability. This treatment
becomes difficult to defend when the opposing side points out that the indexing and
search functionality is precisely what distinguishes Napster from the standalone devices
the report uses for comparison.

The pressure point translates into negotiation leverage. It forces the defense to either
abandon the consumer device comparison or explain why the architectural difference
does not matter. That position requires defending a view of technology design that

conflicts with how search and indexing systems are conventionally understood.

File-Sharing Infrastructure and Purpose-Built Systems

The file-sharing comparison to email, FTP, and web servers creates similar exposure.
The report treats these as functionally equivalent to Napster's search and connection
system. This equivalence depends on treating general-purpose communication
infrastructure as indistinguishable from purpose-built systems designed specifically to
locate and facilitate access to music files.

The distinction matters in case strategy. Email can transmit MP3 files, but email systems
do not index available music files or provide search functionality optimized for locating
recordings. The report acknowledges Napster's search functionality but does not
address how that functionality changes the analysis.

This gap creates leverage. It forces the defense to explain why purpose-built music

search functionality should be analyzed identically to general-purpose file transfer.
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That position becomes progressively more difficult to maintain as the specific design

choices in Napster's architecture receive closer examination.

Authentication Standards and Circumvention Thresholds

The authentication analysis presents concentrated vulnerability in how it dismisses IP-
based blocking while simultaneously describing registry-based screening as effective.
The report explains in detail why IP addresses fail as reliable identifiers: dynamic
allocation, NAT devices, and easy circumvention. But these same limitations apply to
registry values. The report acknowledges that users with "a fair level of technical
expertise" can edit or remove registry values. It treats this expertise requirement as
sufficient to make registry-based screening effective but does not explain why similar
expertise requirements would not apply to IP-based approaches or other screening

methods.

The strategic pressure comes from forcing the defense to articulate a consistent

standard for evaluating authentication effectiveness.

The report does not provide such a standard, and constructing one becomes difficult
without undermining positions the report takes elsewhere. First, it exposes
inconsistency in how the report evaluates circumvention risk across different technical
approaches. Second, it suggests that if registry-based screening is deemed sufficient
despite known circumvention methods, then other approaches dismissed as ineffective

might be comparably viable.

Legitimate Use Cases and Screening Feasibility

The conclusion that Napster cannot distinguish copyrighted from non-copyrighted
material creates exposure when examined against the report's own examples of
legitimate use cases. The report lists space-shifting, format-shifting, and personal
collection management as legitimate uses that Napster facilitates. If these uses are
legitimate and distinguishable from infringement, then there must be criteria that
separate them from infringing uses. The report does not identify such criteria but

implicitly acknowledges they must exist.

Either the use cases are distinguishable, making screening conceptually possible, or
they are truly indistinguishable, making the report's examples of legitimate use legally

meaningless.
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The opposing side can argue that if legitimate uses are distinguishable in principle, then
screening mechanisms could potentially identify indicators of those legitimate uses,
even if imperfectly. The report forecloses this possibility by treating all use cases as
indistinguishable from Napster's perspective. This position conflicts with the report's

own categorization of uses into legitimate and potentially infringing classes.

Checksum Analysis and Variant-Specific Blocking

The checksum analysis creates specific exposure around the Metallica example. The
report correctly notes that multiple rips of the same recording will produce different
checksums, making exact-match filtering imperfect. The Metallica submission
contained 470,846 distinct checksums. The report treats this as evidence that checksum-
based filtering cannot work, but this reasoning becomes vulnerable when examined

more closely.

The presence of nearly half a million distinct checksums does not demonstrate that
checksum filtering is ineffective. It demonstrates that many distinct files were being
shared. The report does not address whether blocking those specific checksums would
have prevented sharing of those specific files, which is the relevant question for

evaluating checksum-based screening.

The analytical gap creates leverage. Even if new rips create new checksums, blocking
known checksums prevents sharing of files with those specific checksums. The report's
treatment suggests this approach cannot work at scale but does not demonstrate why
blocking known checksums fails to prevent sharing of those specific files. The report
conflates the proliferation of variants with the ineffectiveness of variant-specific

blocking.

Safe Harbor Analysis and Statutory Interpretation

The Section 512(a) analysis creates immediate exposure. The report offers a legal
conclusion based on technical characteristics without addressing how courts have
actually applied the statutory language. The report states its belief that Napster qualifies
for the safe harbor based on five technical criteria. This analysis does not engage with

how "transitory" storage or "automatic" transmission have been interpreted in litigation.

The pressure point is not that the report's technical description is wrong, but that it

presents legal conclusions as if they follow inevitably from technical facts. That position
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becomes difficult to defend when specific judicial interpretations are introduced. The
opposing side can point out that the report treats statutory interpretation as flowing
directly from technical architecture without addressing the substantial body of case law

analyzing these provisions.

Historical Legitimacy and Specific Implementation

The infrastructure comparison to ARPANET and file-sharing history creates
vulnerability by treating historical legitimacy as dispositive of current application. The
report correctly notes that file sharing is fundamental to Internet architecture and dates
to the 1970s. This historical foundation does not address whether specific

implementations of file sharing in specific contexts raise different considerations.

The report treats the historical legitimacy of file sharing generally as resolving
questions about Napster specifically. Many technologies with legitimate foundational
purposes can be implemented in ways that raise distinct legal and policy concerns. The
leverage comes from forcing the defense to explain why Napster's specific architectural
choices should be analyzed solely through the lens of general file-sharing legitimacy

rather than through examination of its particular design and use patterns.

Bot-Blocking and Selective Screening Capabilities

The bot-blocking discussion creates unexpected exposure. It demonstrates that Napster
can detect and respond to usage patterns in real time when motivated by performance
concerns. The report explains that bots are blocked because they create performance
load. It frames this as showing why bot-blocking does not demonstrate capability to

block infringing users.

But this explanation creates a pressure point. It shows Napster has implemented
sophisticated pattern-detection systems that monitor usage and take automated action
based on detected behavior. The report distinguishes bot-blocking from user-blocking
based on authentication timing but does not address why pattern-detection capabilities
effective for performance management could not be adapted for other screening

purposes.

This creates leverage. It suggests that screening capabilities exist but are applied

selectively based on operational priorities. That characterization becomes difficult to
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defend without addressing why certain screening objectives warrant sophisticated

technical implementation while others are treated as impossible.

Structural Vulnerability: Could Not Versus Did Not

The most significant strategic pressure emerges from the report's overall structure. It
repeatedly identifies technical capabilities as infeasible while simultaneously describing
those capabilities in detail and acknowledging their implementation in adjacent

contexts.

This pattern creates cumulative leverage. It suggests the barriers Napster faced were not
fundamental technical impossibilities but rather engineering choices shaped by cost,

complexity, and operational priorities.

The report never explicitly frames the analysis this way, but the substance of the
technical discussion supports that interpretation more readily than it supports the
impossibility framing the report attempts to construct. This structural vulnerability
translates into settlement leverage. It shifts the terrain from "could not" to "did not."

That shift materially affects how facilitation and knowledge arguments develop.

The pressure points identified here do not guarantee specific outcomes in negotiation or
litigation. They identify places where the report's reasoning becomes difficult to defend
under structured challenge. Places where the expert would face uncomfortable
questions in deposition. Places where the opinion's foundations would require extensive
supplementation to withstand motion practice. Places where opposing counsel can
apply pressure in settlement discussions by highlighting the gap between what the

report claims and what the record demonstrates.

These are the points where leverage sits, and where strategic advantage can be
developed through careful exploitation of the reasoning vulnerabilities the report

creates.
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SECTION 5: CLARIFICATION PROMPTS AND PRACTICAL
LANGUAGE

Clarification Prompts

1. What technical methodology did you use to determine that Napster's architecture
is analogous to cassette recorders, CD burners, or email systems, and where in
your analysis do you distinguish Napster's indexing and facilitation functions

from the passive recording capabilities of consumer devices?

2. Where in your report do you demonstrate that the technical infeasibility of
copyright screening applies equally to centralized search engines like Napster

and fully decentralized peer-to-peer systems like Freenet or Gnutella?

3. What specific technical analysis supports your conclusion that file name
ambiguity and checksum variability make copyright identification "technically
infeasible," and how did you account for metadata standards, digital
fingerprinting technologies, or pattern recognition systems in reaching that

conclusion?

4. Where do you explain why the RIAA's failure to implement watermarking
technology prior to 1999 establishes that Napster had no obligation to implement

screening mechanisms available at the time of your report in 2000?

5. What technical basis supports your assertion that requiring authorization checks
would convert the internet from a decentralized system to a "centrally controlled
top-down distribution device," and where do you address existing authorization

systems operating successfully on decentralized networks?

6. How did you determine that the engineering challenges of identifying
copyrighted material are comparable to the challenge of identifying individual
classical music recordings by ear, and what technical methodology supports
equating those two identification problems?

7. Where in your analysis do you distinguish between Napster's technical inability
to screen content and Napster's design choices regarding what screening
capabilities to implement or not implement?
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8. What specific technical analysis supports your conclusion that user ID and
password systems with registry blocking provide adequate screening against

repeat infringers compared to available alternatives?

9. Where do you demonstrate that the legitimate uses you describe (space-shifting,
time-shifting, sampling, criticism) represent the actual use patterns on Napster

rather than theoretical possibilities?

10. How did you determine that bot-blocking for performance reasons is technically
compatible with your conclusion that screening for copyright infringement is

technically infeasible?

11. What methodology did you use to assess whether the "large number of hits" you
observed for misspelled artist names on Napster indicates systematic evasion of

any screening attempts?

12. Where do you explain the technical basis for concluding that Copycode's failure

in 1988 establishes that all copyright screening was infeasible in 2000?

Practical Language for Correspondence and Negotiation

The report asserts technical infeasibility without demonstrating it. Professor Tygar
states that Napster cannot distinguish copyrighted material but does not explain why
the technical capabilities he acknowledges exist—metadata standards, digital

fingerprinting, pattern matching—could not be applied to Napster's architecture.

The analogy to consumer recording devices collapses under examination. Cassette
decks and CD burners are passive tools. Napster actively indexes, categorizes, and
facilitates access to specific files through a centralized search function. The report does

not address this distinction.

The report treats the RIAA's historical engineering failures as establishing current
technical limitations. That Sony's Copycode failed in 1988 does not demonstrate that
screening technologies available in 2000 were inadequate or that Napster's design
choices were dictated by technical constraint rather than business model.

Professor Tygar acknowledges that watermarking technology existed and was
functional in other media by 2000. His explanation for why this matters centers on what
the recording industry should have done earlier, not on what screening Napster could

have implemented at the time of the report.
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The claim that authorization requirements would centralize the internet is stated as
engineering fact but functions as policy argument. The report does not explain why
authorization checks—common in commercial systems, academic networks, and
enterprise environments—would be technically impossible in a peer-to-peer context or

why Napster's architecture prohibited incremental screening measures.

The file name ambiguity argument assumes that screening depends entirely on file
names. The report does not address acoustic fingerprinting, waveform analysis, or
metadata correlation—technologies that do not depend on user-assigned labels and that

were available at the time.

The checksum variability argument treats every rip of a song as generating a unique file.
This is accurate. The report does not address whether clustering algorithms, similarity
matching, or probabilistic identification could address this variability or whether

Napster's design choices made such approaches more difficult to implement.

The legitimate use examples are theoretical. Professor Tygar describes space-shifting,
time-shifting, and sampling as possible uses but does not analyze whether these
represented actual usage patterns or whether Napster's design facilitated infringing

uses more than non-infringing ones.

The bot-blocking explanation reveals the contradiction. Professor Tygar states that
Napster can detect and block bots in real time for performance reasons but cannot
detect or block users redistributing copyrighted material because identification occurs
at login. The technical distinction he draws—real-time detection versus login
authentication—does not explain why similar detection logic could not be applied to

content screening.

The reliance on Section 512(a) is legal conclusion presented as technical analysis.
Whether Napster qualifies for safe harbor protection is not a question of network
architecture. The report asserts that Napster meets the statutory criteria without
addressing whether the design choices that created those characteristics were required
by technical constraint or business strategy.

The user authentication discussion is accurate in describing limitations but incomplete
in addressing alternatives. Professor Tygar correctly identifies problems with IP
addresses, names, and biometrics. He does not address whether Napster's

implementation of user ID and password systems with registry values was designed to
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facilitate repeat account creation or whether stronger authentication was technically

feasible.

The Metallica letter analysis is used to argue that checksum lists are unworkable. The
report does not address whether the size of the list reflects the scale of infringement,
whether checksums were one component of a multi-factor screening system, or
whether Napster's architecture made checksum matching more difficult than

necessary.

The claim that human review of audio files is impractical is overstated. Professor Tygar
argues that even expert musicians cannot identify recordings reliably. This does not
address whether automated screening combined with human review of flagged content
would be feasible or whether Napster's design choices made such hybrid approaches

more difficult.

The World Wide Web analogy is used throughout but not defended. The report treats
Napster as functionally equivalent to web search engines and email systems. It does not
explain why a centralized index with real-time search and facilitated transfer is

comparable to decentralized publishing or asynchronous communication.

The file sharing history is accurate but not dispositive. Professor Tygar correctly
describes decades of file sharing on the internet. The question is not whether file
sharing exists but whether Napster's particular implementation—centralized indexing,
real-time search, automated facilitation—creates obligations that differ from general-

purpose communication tools.

The technical capabilities Professor Tygar acknowledges exist—watermarking,
metadata, fingerprinting, pattern recognition, automated screening—are treated as
irrelevant to Napster's obligations without explanation of why Napster's architecture

made these approaches infeasible rather than commercially unattractive.

Language for Internal Case Assessment

This report is useful for establishing what screening technologies existed in 2000 and
what their limitations were. It is less useful for establishing that Napster's design
choices were dictated by technical constraint rather than business model.
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The strongest parts of the report describe the limitations of file names, checksums, and
user authentication as sole screening mechanisms. These sections are technically sound

and would be difficult to challenge on engineering grounds.

The weakest parts treat policy arguments as technical conclusions. The claim that
authorization would centralize the internet, the assertion that Napster is equivalent to
email or web search, and the argument that the RIAA's past failures establish current

infeasibility are not supported by the technical analysis in the report.

The report is vulnerable on the distinction between technical impossibility and design
choice. Professor Tygar acknowledges technologies that could address screening but
does not explain why Napster's architecture made implementation infeasible. The gap
between "this is technically difficult" and "this is technically impossible" is where the

report becomes exposed.

The bot-blocking discussion creates the clearest pressure point. If Napster can detect
and block automated queries in real time for performance reasons, the claim that real-
time content screening is technically infeasible requires explanation that the report
does not provide.

The file sharing analogy is strategically useful for opposing counsel but factually
incomplete. Napster's centralized index distinguishes it from email, FTP, and web
publishing. The report does not address whether that architectural difference creates

different technical capabilities or obligations.

The legitimate use examples are hypothetical. Without usage data showing that space-
shifting, time-shifting, or sampling represent substantial non-infringing uses, these

examples function as theoretical possibilities rather than demonstrated patterns.

The report is most credible when describing what screening technologies could not do
in 2000. It is least credible when asserting that Napster's design was dictated by

technical limitation rather than by choices about what capabilities to implement.
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SECTION 6: CONFIDENCE SURFACE

The report establishes several technical principles without meaningful challenge. The
operation of digital audio compression is accurately described. The distinction between
lossless and lossy compression holds. The technical function of MP3 as a lossy format is
correct. The psychoacoustic masking principle underlying compression is not in
dispute. The basic operation of peer-to-peer file sharing is accurately characterized. The
function of Napster as a directory service that enables direct file transfers between
users is correctly stated. These foundational technical descriptions would withstand

scrutiny in deposition or at hearing.

The report also establishes that consumer recording equipment with copying
functionality exists and has existed for decades. Cassette decks, dual dubbing cassette
decks, VCRs, CD burners, and portable MP3 devices are real products with real copying
capabilities. The market availability of these devices is not disputed. The technical
capability to copy music files using widely available software is established. This portion
of the analysis rests on verifiable facts about product functionality and market

availability.

The historical account of RIAA's copy protection efforts from 1980 through the late
1990s is supported by cited sources. The Copycode system existed. The National Bureau
of Standards tested it and found it unreliable. BBN developed a subsequent
watermarking proposal. SDMI formed and selected Aris Musicode as a transitional
standard. These events occurred in the sequence described. The technical shortcomings
of Copycode as identified by NBS are documented. The report's characterization of this
history as a series of failed or delayed technical efforts is supported by the cited

materials.

None of this establishes legal significance. Consumer recording equipment exists, but
its existence does not demonstrate that Napster's function is legally equivalent to a dual
cassette deck. The report asserts functional similarity without addressing the legal
framework that distinguishes products from services, direct infringement from
contributory infringement, or secondary liability doctrines. The comparison to VCRs
invokes Sony but does not engage with the substantial noninfringing use analysis or the
differences between time-shifting broadcast content and facilitating the exchange of
permanent copies of copyrighted works. Technical similarity carries no legal weight
without that analysis.
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The report's treatment of file identification depends entirely on the proposition that
filename ambiguity and checksum variability make automated screening infeasible.
This is presented as a technical certainty. Filenames are user-generated and unreliable.
Checksums vary with encoding parameters. Therefore no automated system can
identify copyrighted content. The conclusion follows only if those are the only two

methods available. The report does not demonstrate that they are.

The discussion of watermarking establishes that rights-bearing metadata can be
embedded in audio files. Then the report shifts to arguing that the recording industry
failed to adopt watermarking widely. That is a different claim. The original proposition
depends on treating the absence of embedded rights information as a technical

impossibility rather than an industry decision. That conflation is not supported.

The claim that requiring authorization would "change the Web to a centralized utility"
rests on a characterization of authorization as necessarily involving pre-clearance by a
central authority. The report does not demonstrate that authorization must take that
form. Decentralized rights management systems exist. The report does not address
them. The argument that authorization is incompatible with the architecture of the
Internet depends on defining authorization in a way that makes it incompatible by

construction. That definition is assumed, not established.

The treatment of IP address blocking versus username/password authentication is
technically sound as far as it goes. Dynamic IP assignment does create identification
problems. NAT does allow multiple users to share a single IP address. The limitations of
IP-based blocking are real. Username/password authentication is a reasonable technical

choice given those constraints.

But the report does not establish that username/password authentication combined
with registry checks represents a sufficient level of effort to prevent repeat
infringement by blocked users. The report describes the registry check mechanism and
notes that editing the registry requires technical expertise. It does not establish how
much expertise or how readily available the necessary information is. The claim that
this approach is "superior to alternatives" is asserted by comparison to IP blocking and
biometrics. The comparison excludes other methods that might impose greater friction

on re-registration.

The bot-blocking discussion establishes that bots can impose performance loads and

that Napster blocks them for performance reasons. The analogy to eBay is supported by
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a cited source. The distinction between blocking bots in real time and blocking users
from a negative list based on authentication at login is logically coherent. Bots are
identifiable by behavior during a session. Banned users must be identified at

authentication using credentials that can be falsified.
This reasoning holds if the only point at which user identity can be verified is at login.

The report does not address whether additional verification could occur during a
session or whether patterns of file sharing behavior could trigger additional checks. The
conclusion that bot-blocking does not imply the feasibility of comprehensive user-
blocking is defensible within the narrow comparison the report constructs. It does not

address whether intermediate measures exist.

The substantive weakness lies in the legal characterization of technical facts. The report
repeatedly asserts that Napster "can not" perform certain functions: identify
copyrighted files, verify authorizations, distinguish infringing from noninfringing uses.
These assertions are framed as technical impossibilities. The reasoning supporting
them depends on treating the absence of certain technical standards as equivalent to

technical impossibility.

Watermarking is technically possible. The report acknowledges this. The argument
shifts to asserting that the recording industry's failure to adopt watermarking in the
1980s and 1990s means Napster cannot now use watermarking to screen files. That is
not a technical impossibility. It is a claim about the state of the current corpus of audio

files. The two are not the same.

The treatment of legitimate uses is illustrative. The report lists scenarios in which a user
might have a legitimate reason to use Napster to access copyrighted material: space-
shifting, previewing before purchase, educational use, criticism, format-shifting from
owned media. These scenarios are plausible. The conclusion drawn is that "there is no

way for Napster to distinguish the purpose for which it is used."

That conclusion does not follow from the existence of legitimate use cases. Many
systems that facilitate both legitimate and infringing uses implement mechanisms to
encourage or verify legitimate use. The report does not establish that such mechanisms
are technically impossible. It establishes only that distinguishing use by automated
inspection of files is difficult. That is a narrower claim than the one advanced.

45



The reliance on the historical failure of RIAA's copy protection efforts is presented as
evidence that technical solutions are infeasible or poorly conceived. RIAA's engineering
decisions were flawed. Adoption was delayed. Therefore the current lack of embedded
rights information in MP3 files is RIAA's responsibility rather than a constraint Napster

must work within. This is a policy argument framed as a technical argument.

The technical facts are that watermarking exists, that it was not widely adopted, and
that MP3 files in circulation generally lack embedded rights metadata. The conclusion
that Napster therefore cannot screen for copyrighted content depends on treating the
absence of metadata as dispositive. It is not. Other approaches to content identification

exist. The report does not address them.

The comparison to Section 512(a) safe harbor provisions is asserted without legal
analysis. The report states that "based on my lay reading" Napster qualifies for the
exemption because it provides routing and connection without storing copies or
modifying content. This is a legal conclusion offered by a technical expert without legal

training. The report acknowledges this limitation explicitly.

The technical characterization of Napster's function is accurate: it provides directory
services and enables peer-to-peer transfers. The legal conclusion that this qualifies for
safe harbor protection is outside the expert's stated expertise and unsupported by legal

analysis.

The areas of stability are the technical descriptions of technology and the factual
account of recording industry efforts. The areas of instability are the legal
characterizations, the treatment of technical limitations as absolutes when they are
contingent, and the conflation of "difficult" with "impossible." The report is strongest
when describing what technology does. It is weakest when asserting what technology

cannot do or what legal conclusions follow from technical facts.

The opinion would withstand basic technical cross-examination on the operation of
compression, peer-to-peer networks, and consumer recording devices. It would face
pressure on the treatment of watermarking as a failed solution rather than an available
but unadopted one. It would face pressure on the assertion that no method of content
identification exists beyond filenames and checksums. It would face pressure on the
framing of authorization as necessarily centralized. It would face pressure on the
sufficiency of the user-blocking mechanisms described.
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The dependencies identified in prior sections hold. The opinion depends on treating the
absence of embedded rights information as a technical constraint rather than an
industry choice. It depends on treating filename and checksum variability as dispositive
of the content identification question. It depends on defining authorization in a way that
makes it architecturally incompatible with decentralized systems. These dependencies
are not disclosed. The reasoning treats them as resolved technical facts when they are

assumptions about scope and definition.

The practical risk for reliance is that the report's framing of technical impossibility is
narrower than it appears. The expert establishes that certain specific methods are
unreliable for content identification: filename matching and checksum comparison.
The report then extends that conclusion to assert that Napster "can not" identify

copyrighted content.

The extension depends on assuming no other methods exist or could be implemented.
That assumption is not supported. The risk is that the opinion will be read as

establishing a broader technical limitation than the analysis actually supports.
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PROFESSIONAL NOTICE

This document is an independent analytical review of written materials provided. It
does not constitute legal advice, medical opinion, or expert testimony. All findings

reflect structured analysis of the submitted record and should be evaluated

independently by counsel.
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REQUEST ANALYSIS FOR YOUR FILE

This analysis was produced from a single publically filed expert report. The framework

is consistent across engagements. The analysis is specific to your case.
Each engagement is delivered within 48 hours at a fixed fee.
No consultation call is required.

Each engagement is delivered within 72 hours of confirmed submission and is provided

at a fixed fee. No consultation call is required.

If you would like the same structured analysis applied to your file, you can submit the

expert report and relevant materials below.

https://causationreview.com/submit/
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